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How to build a secure and future-proof
environment in AWS?

Karoly Sepsy, CTO@TC?2
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2 Opportunities and barriers
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2 Cloud security instruments

e Shared responsibility between AWS and Customer
e Security of the Cloud -> AWS
e Security in the Cloud -> Customer

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR

SECURITY.‘IN° THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (:ii:‘;EYZ-:ézEAEx;/‘g:y:T:) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

T * 200+ services in AWS platform
m- * 50+ services to secure, automate,
AWS DATABASE
operate and govern workloads

* Plug and play integrations

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY "OF' THE CLOUD
REGIONS AVAILABILITY ZONES EDGE LOCATIONS




2 Layers of secure AWS design

Platform

- AWS platform security
- ldentity management
- Logical isolation

Architectur

-Network security
-Data security
- Perimeter

Process
- AppSec -
- Software delivery workflows
- Versioning
- Testing and approvals
-Infrastructure as code
-Vulnerability scanning

Operatio

- SIEM integrations
- Meftrics, Logs, Alerts
- Patching&automation

Governapice

- Cost optimization (FinOps)
- Well architected reviews
- New AWS services




2 LaiZy by TC2

Platform

- AWS platform security
- ldentity management
- Logical isolation

Architectur

-Network security
-Data security
- Perimeter

Process
- AppSec
- Software delivery workflows
- Versioning
- Testing and approvals
-Infrastructure as code
-Vulnerability scanning

Operatio

- SIEM integrations
- Meftrics, Logs, Alerts
- Patching&automation

K
Governapnce

- Cost optimization (FinOps)
- Well architected reviews
- New AWS services




2 LaiZy features — Platform

7 &
o
e Logical grouping and group level policies , l

* Conditional service access 22 A28
e Backup policies —*8

* Al service permissions
* Cost centers !
* Centralized Identity management for AWS 28 ol

platform | l l
Co Lo Lo




TC2

LaiZy features — Architecture

* Network segmentation, hub
and spoke model

 Network firewall, Web
application Firewall, DDoS
protection

* Encryption in transit and at rest

* Data retention and governance

* 3rd party SW @ AWS
Marketplace
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w2 LaiZy features - Process

T

Ticketing system

Requirements + stakeholder v Approve and publish I Apply changes

i ] X — to next stage from laC
Notify -

A
AWS wporkload ‘o
Provision AWS resource
Appover person environments
Code changes O O
M — Userdetails = O -0
Timestamp LO Lo
Infta Ef Code Code vgrsioning Code vgrsioning
Developer Rollback AWS resources
| to previous versioned state

Failed tht fixing d Promote code

Testing

Reject for fix




2 LaiZy features — Operations

Al powered intrusion detection

Vulnerability scanning @ AWS Security hub

Al powered sensitive M \
-
_—

Observability & Trigger automation

data protection ; ;
SIEM integration

Y

User behaviour DI ceuly Yy Notifications
pattern analysis | 3

800-53

o— O 80053
Firewall manager (@ ? Revision 5 @ Sy »

PARTICIPATING ORGANIZATION ™

3 Center for
Internet Security

3rd party integrations

LJ
£

B




uoneziundo
}SO0D

Aynqeureisng

Aingenay

Adusioiy3
aJueuwlopad

92Ud||99X]
jeuonesado

LaiZy features — Governance

TC2
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LaiZy features - FinOps

ary Cost Summary

Controls {crosssheet} Billing period All Account ID All Account Name All

Usage Spend Top Spending Account Top Service by Spend Most Popular Region ... Top Service Costs Movers - Top 3 spend if within top 20 movers for Aug-24 are:
® AmazonEC2 increased by 29 1K) from $46.70K to $60.51K.
$47.53K AmazonEC2 eu-central-1 e AWSBackup increased by 11 ($9.11K) from -$0.00 to $9.11K.
’ ® AmazonEFS increased by | ($8. from $0.00 to $8.73K.

Avg. Daily Run Rate Number of Accounts Number of Services Number of Regions Top Cost movers for Aug-24 are:
increased by 5547.06% ® AmazonEC2 increased by 29.57% ($13.81K) from $46.70K to $60.51K.

[ in Aug-24 i 1 0 41 1 7 ® AWSBackup increased by » ($9.11K) from -$0.00 to $9.11K.
® AmazonEFS increased by NULL ($8.73K) from $0.00 to $8.73K.

Usage Spend Top 10 Drill Down Top 5 Spending Accounts

W OnDemand SavingsPlan usage_quantity W AmazonEC2 AWSBackup AmazonEF5S
B AWSNetworkFirewall B AmazonS3 AmazonVPC
AmazonCloudWatch B AWSTransfer M AmazonRDS

AWSLambda Other

Other
-$46K (-33%)

__ AmazonEC2
$46.75K  $46.75K $61K (44%)
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TC2

Why TC2?

awse awse

certified certified

DevOps

Engineer Developer

PROFESSIONAL ASSOCIATE

aws e #  aws

certified certified

aws

p — |

awse awse

certified certified

50

CERTIFIED

Machine

Security Learning

SPECIALTY SPECIALTY

"f Terraform
QAXELOS”

I

MANAGING

PROFESSIONAL

Our AWS certifications cover each and every area of AWS's wide palette.

Architect Administrator Architect

PROFESSIONAL ASSOCIATE ASSOCIATE

awse awse
certified certified
Data

Engineer SAP on AWS

ASSOCIATE SPECIALTY

awse

certified certified

Solutions SysOps Solutions Advanced Data

Networking Analytics

SPECIALTY SPECIALTY

aws@

certified

Database Practitioner

SPECIALTY FOUNDATIONAL

- W

CERTIFIED

kubernetes

-

9

YEARS OF
EXPERIENCE

80+

CERTIFICATES

50+

CLIENTS
AND PARTNERS



(& Let's develop a business case together for an AWS use case!
TC2

TC2 provides the following:

Consulting along one selected AWS use cases, if that is the right solution for you
Overview of Total Cost of Ownership calculation process

Selected use case high level overview with benefits

Migration and ongoing TCO calculation development with pricing dimensions explained

hONPR

*This opportunity is available to the first ten applicants.
Apply via the webform on our website - tc2.ai (use the QR
code for easier reach).
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Thank you!

karoly.sepsy@tc2.hu
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